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Digital Security Risks
• U.S. consumers reported $12.5 billion lost to fraud in 2024, 

a 25% increase from 2023.

• Adults age 60+ reported $4.8 billion lost in 2024, a 33% 
increase from 2023.

• The FTC received 2.6 million fraud reports in 2024.

• Imposter scams (impersonating government, banks, or 
tech support) are the #1 most reported type of scams.

• Investment scams lost the most money in 2024 at $5.7 
billion.

• Takeaway: Scammers are increasingly targeting retirees 
with sophisticated, personalized tactics



Best Practices For Setting Passwords
• Use long, complex passwords

• Aim for 12-16 characters in length

• Include a mix of uppercase, lowercase, numbers, and symbols

• Combine random, unrelated words

• Never recycle passwords across sites

• Avoid names of family, birthdays, or anything visible on social media

• Avoid using personal info

• Use multi-factor authentication (MFA)

• Use a password manager



Credit Monitoring
• A service that tracks financial activity in your name via alerts

• Helps flag suspicious activity

• Does not prevent fraud from happening

• How to obtain:

• Many credit card issuers provide this to cardmembers for free

• Offered as compensation if your data is involved in a breach

• Experian, TransUnion (Credit Karma), & Equifax (ClearScore)



Credit Freezes
• Prevents any credit from being opened under your name

• Includes you opening new credit (e.g. new credit card, auto loan, mortgage 
refi, etc.) 

• Once applied, you need to thaw your credit to apply for any new 
credit. Once complete, re-freeze your credit reports

• Applies to each person individually, so both spouses must implement 
a credit freeze

• To implement, create free accounts with the following and freeze:

• TransUnion

• Equifax

• Experian



Identity Theft
• When someone steals and uses your personal info to commit fraud

• Can lead to damaged credit, legal issues, and asset depletion

• Many homeowners insurance policies provide low cost identity theft 
coverage. This coverage provides financial assistance to help resolve 
identity theft if you are a victim.

• If your ID has been stolen, consider the following:

• Notify our office as soon as possible so we can help coordinate next steps

• Contact the Federal Trade Commission (FTC) at IdentityTheft.gov

• File a police report with your local law enforcement agency 

• Contact the credit bureaus to place a fraud alert on your credit report

• Contact your banks and credit card companies to report the theft and to monitor 
your credit reports for suspicious activity



Tips For Detecting Financial Scams
• Pause before acting. Scammers rely on urgency and fear

• Be skeptical of unsolicited contact

• Flag urgency or pressure in the messaging and review message details

• Scam emails often contain odd grammar and spelling mistakes 

• For any request to update account info or send funds, contact your advisor 
or the institution directly

• Watch out for requests for personal info

• Financial institutions will never request your SSN, password, or account #

• Beware of investment opportunities that are too good to be true 

• Be cautious clicking links and attachments

• These can hide malware or lead to scams



Game Plan if You Get Hacked or Scammed
1. Change passwords for all affected accounts, apps, and your email

• Act within 24 hours to minimize damage

2. Call banks, Harbor Group, and investment custodians to freeze 
compromised accounts and request fraud alerts

3. Request fraud alerts from Experian, Equifax, & TransUnion

4. Have banks issue new account numbers and credit cards as 
appropriate

5. Review your financial account transaction history closely

6. Document everything: take screenshots and log rep names

7. Check your credit report monthly for new accounts
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Question & Answer Session
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