
Email:                               Phone:               Fax:                   Address:                               Web:  

aveiga@stratoswm.com    914-437-7065    914-437-7068    2975 Westchester Ave, Suite 418, Purchase, NY 10577    www.AnthonyVeiga.com 

 

 

Securities and advisory services offered through LPL Financial, a registered investment advisor. Member FINRA/SIPC. 

 

 

 

 

 
 

 

 

 

 

Identity Theft Guide 

What You Can Do: Plus the basics on how to 

protect your personal information and your 

money 
 

 

 

 

 

mailto:aveiga@stratoswm.com


Email:                               Phone:               Fax:                   Address:                               Web:  

aveiga@stratoswm.com    914-437-7065    914-437-7068    2975 Westchester Ave, Suite 418, Purchase, NY 10577    www.AnthonyVeiga.com 

 

 

Securities and advisory services offered through LPL Financial, a registered investment advisor. Member FINRA/SIPC. 

Here are some basic precautions to consider, especially when engaging in financial transactions 

with strangers through email, over the phone or on the internet. 

 

• Avoid offers that seem “too good to be true.” If someone promises ‘opportunities’ that are 

free or with surprisingly low costs or high returns, it is probably a scam. Be especially 

suspicious if someone pressures you into making a quick decision or to keep a transaction a 

secret. 

• No matter how legitimate an offer or request may look or sound, don’t give your personal 

information, such as bank account information, credit and debit card numbers, Social 

Security numbers and passwords, to anyone unless you initiate the contact and know the 

other party is reputable. 

• Remember that financial institutions will not send you an email or call to ask you to put 

account numbers, passwords or other sensitive information in your response because they 

already have this information. To verify the authenticity of an email, independently contact 

the supposed source by using an email address or telephone number that you know is 

valid. 

• Be cautious of unsolicited emails or text messages asking you to open an attachment or 

click on a link. This is a common way for cybercriminals to distribute malicious software, 

such as ransomware. Be especially cautious of emails that have typos or other obvious 

mistakes. 

• Use reputable anti-virus software that periodically runs on your computer to search for 

and remove malicious software. Be careful if anyone (even a friend) gives you a thumb 

drive because it could have undetected malware, such as ransomware, on it. If you still 

want to use a thumb drive from someone else, use the anti-virus software on your 

computer to scan the files before opening them. 

• Don’t cash or deposit any checks, cashier’s checks or money orders from strangers who 

ask you to wire any of that money back to them or an associate. If the check or money 

order proves to be a fake, the money you wired out of your account will be difficult to 

recover. 

• Be wary of unsolicited offers “guaranteeing” to rescue your home from foreclosure. If you 

need assistance, contact your loan servicer (the company that collects the monthly 

payment for your mortgage) to find out if you may qualify for any programs to prevent 

foreclosure or to modify your loan without having to pay a fee. Also consider consulting 

with a trained professional at a reputable counseling agency that provides free or low-cost 

help. Go to the U.S. Department of Housing and Urban Development website for a referral 

to a nearby housing counseling agency approved by HUD or call 1-800-569-4287. 

• Monitor credit card bills and bank statements for unauthorized purchases, withdrawals 

or anything else suspicious, and report them to your bank right away. 
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• Periodically review your credit reports for signs of identity theft, such as someone 

obtaining a credit card or a loan in your name. By law, you are entitled to receive at least 

one free credit report every 12 months from each of the nation’s three main credit 

bureaus (Equifax, Experian and TransUnion). Start at AnnualCreditReport.com or call 1-

877-322-8228. If you spot a potential problem, call the fraud department at the credit 

bureau that produced that credit report. If the account turns out to be fraudulent, ask for 

a “fraud alert” to be placed in your file at all three of the major credit bureaus. The alert 

tells lenders and other users of credit reports that you have been a victim of fraud and 

that they should verify any new accounts or changes to accounts in your name. 

• Contact the FDIC’s Consumer Response Center (CRC) if you have questions about 

possible scams or you are the victim of a scam experiencing difficulty resolving the issue 

with a financial institution. The CRC answers inquiries about consumer protection laws 

and regulations and conducts thorough investigations of complaints about FDIC-

supervised institutions. If the situation involves a financial institution for which the FDIC is 

not the primary federal regulator, CRC staff will refer the matter to the appropriate 

regulator. Visit their webpage on submitting complaints or call 1-877- ASK-FDIC (1-877-

275-3342) Monday - Friday, 8am to 8pm (EST). 

 

Federal Trade Commission (FTC) Identity Theft Recovery Plan 

 

The FTC is the lead federal agency in combating identity theft and fraud in general. There 

are number of steps that a victim of identity theft needs to take to recover from this devastating 

event. The Federal Trade Commission has created a website to assist in the effort to recover from 

this type of crime. That website provides a lot of important information and is IdentityTheft.gov. 
 

There are immediate steps that a person needs to take is to stop any further 

damage. 

 

The first step: 

 

■ Call the fraud department at whatever companies you know where the fraud 

occurred. You need to make it clear and on the record that you are the victim of 

identity theft. 

 

■ You should ask all these companies to close offerings your account with them so that 

no one can add new charges unless you agree. 

 

■ You need to change your logins, passwords, and any Personal Identification 

Numbers (PINs) please accounts. 
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The second step 

 

■ Place a fraud alert with the credit reporting agencies and get your credit reports. Place 

a fraud alert, contact one of the three credit bureaus listed below. That company must 

notify the other two companies that a fraud alert has been placed on your account. 

Here are the three credit reporting companies: 

 

Experian.com/fraudalert…1-800-397-3742 

TransUnion.com/fraud…1-800-680=7289 

Equifax.com/CreditReportAssistance…1-888-766-0008 

A fraud alert is free and it would make it much harder for someone to open up a new 

account your name. Anyone files a fraud alert will receive a letter from each credit bureau 

confirming that the fraud alert has been placed on that person’s file. 

 

■ Get your free credit reports from each of the three credit reporting bureaus. This is 

become very easy to do by simply going to annualcreditreport.com or calling 1-877- 322-

8228. 

 

■ Review each of the reports as they may not be identical. Make note of any account or 

transaction you do not recognize. This will help you report the theft of the Federal Trade 

Commission and the police. 

 

The third step 

 

■ Report the identity theft to the FTC. A person can go to IdentityTheft.gov or call1- 

877-438-4338. Is a good idea to assemble the details of what happened to the person 

before making the call going to the website as it is recommended that the person/victim 

include as many details as possible as to what happened. 

 

Based on the information you enter, IdentityTheft.gov will create the person’s 

Identity Theft Report and recovery plan.  If that person creates an wit the FTC, the 

FTC will walk a person through his recovery step and provide an update to the 

persons plan as needed to track the person’s progress in pre-fill any forms or 

letters for that person. A person chooses not to create an account, that person 

was print and save that person’s Identity Theft Report and recovery client 

immediately as it will not be possible to access or update the page on the FTC site 

once the page is closed. 
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■ The person needs to file report with that person’s local police department to create a 

criminal report file on the identity theft and receive a crime file number. 

 

The person should bring a copy of the FTC Identity Theft Record, a government issued 

photo ID (driver’s license or passport is recommended) some proof of address such as 

mortgage bank statement, a rental or lease agreement, or utility bill, and any other proof 

of the identity theft, such as past-due bills, notices from the Internal Revenue Service, etc. 

 

It is necessary for the person that was victimized to ask for a copy of the police report as 

it will be a required document for further steps in overcoming and repairing the damage 

from your identity theft event. 

 

What to do after completing these immediate steps 

 

■ Close new accounts opened in the victim’s name. 

Call the fraud department of each business where the account was open. Explain 

that the person is a victim of identity theft and ask the business to close the 

account. Ask the business to confirm, with a letter, that they acknowledge the 

fraudulent account isn’t the account of the person that was victimized, that the 

victim is not liable for, and that it was removed from the person’s credit report. 

 

Keep the letter so that it can be used if the account that was requested to be 

closed shows up on future credit reports. The business that the victim is asking to 

complete the steps may require a copy of the Identity Theft Report or the person 

might be asked to fill out some type of special form that the business uses these 

types of situations. 

 

Keep track, in writing, of who the victim spoke to, and when these 

communications took place. 

 

■ Remove bogus charges from the victimized persons accounts. 

 

It will be necessary to call the fraud department of each business which are 

fraudulent account was created, tell the business that, as a victim of identity theft, 

certain charges are fraudulent and completely in thoroughly explain which 

charges are fraudulent. Ask the business to remove these charges from the 

account of the person that was victimized and confirm that these charges were 

removed with a letter from the business after the process is complete.  
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It is necessary for the victimized person to keep this letter in case the charges I’m 

not completely removed. As with the step to close new accounts, the business 

may require a copy of the Identity Theft Report or the completion of their own 

proprietary report. 

 

Keep track, in writing, of who the victim spoke to, and when these 

communications took place. 

 

■ Correct the victim’s credit report. 

 

To accomplish the goal of correcting the victim’s credit report, it will be 

necessary to write to each of the three credit bureaus, include a copy of the 

Identity Theft Report, proof of the victim’s identity, and possibly a copy of the 

police report or the crime report number. It will be necessary to exploit each of 

the credit bureaus which information on the court report is fraudulent and ask 

them to block that information. 

 

The addresses of each of the three credit bureaus and sample letters to use can 

be found at the FTC website-www.ftc.gov, or identitytheft.gov. 

 

A victim of identity theft has a right to remove fraudulent information that 

person’s current report, process call blocking. Once this information is blocked, it 

does not show up on the person’s credit report and companies cannot try to 

collect the fraudulent debt from the victim. Once a person has an Identity That 

Report, the credit bureaus must honor this request. 

■ The victim should consider adding an extended for alert or credit freeze to their credit 

Bureau records to prevent future misuse of that person’s personal information. There are 

some differences between these reports. 
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