
 

 

Talk to bankers and some will tell you that when it 
comes to cyber-crime, they are second only to the 
military in terms of the strength of their defences. This 
is because attempts to breach their walls are 
commonplace. Such activity represents the handiwork 
of a new breed of bank robber. Forget the hold-ups of 
yore, today’s smartest hackers are likely to be backed 
by rogue states such as North Korea or Iran, or 
tolerated by countries such as Russia and China. They 
benefit from unprecedented resources and protection 
from law-enforcement agencies.  

As one of the first industries to offer online 
transactions, banks have been fending off hackers since the dawn of the internet. They spend 
more on cyber-security than any other sort of firm -about $3k per employee. Hacks represent one 
of the biggest threats to America’s financial system and come perilously close to being an act of 
war. Bankers need to know the methods and motives of their enemies and remain one step ahead. 

Sometimes it is data, not money that the robbers are after. The latest trick is to steal financial 
market data from within banks in order to facilitate insider trading. In 2020, there was a 50% rise 
in such attacks and many portfolio managers in America and Britain have reported seeing 
suspicious activity whenever they were about to trade.  

Originally, heists were mostly conducted by 
private thieves from former Soviet states. They 
included Carbanak, a notorious syndicate that 
stole over $1 billion from 100 banks in 2013. But 
more recently cyber-crime organizations are 
state-sponsored entities with have access to 
vastly more resources and personnel than mere 
criminals.  



It is not clear how much money drains out the back door, but numbers crunched by consultancy 
firm Advisen estimates the loss at about $12 billion since 2000. Around three-quarters of this has 
come from data breaches. Studies suggest every hour of business interruption costs a bank $300k 
on average, while a typical data breach causes losses of $6 million. Once stolen, money is hard to 
trace, making the case for -as written about in earlier blog posts- the case for digital currency in 
blockchain format. This would enable governments to trace the looted proceeds and bring the 
perpetrators to justice.  

T h e c o s t o f 
cyber-crime is 
ultimately born 
by the end user 
-the consumer 
and takes the 
form of higher 
bank se rv i ce 
fees, transaction 
costs and interest 
rates on loans. It is in all of our interests to see banks maintain the upper hand in their fight 
against criminally entrepreneurial hackers determined to steal our savings.  

Be safe, be well!  
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