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My goals for today

ÁEducate you

ÁMotivate you

ÁProvide actionable advice 

ÁHave some fun





Cybersecurity myths
ÁIõm too small or insignificant to be a target

ÁMy data (or the data I have access to) isnõt valuable

ÁAttacks are always sophisticated or technically complex

ÁNew software and devices are secure out-of-the-box

ÁCybersecurity requires a huge financial investment



Why this is happening now

ÁIncreasing use of technology

ÁScalable computing resources on-demand (cloud)

ÁUntraceable worldwide communications 

(encryption)

ÁVirtual international currency (cryptocurrency)

ÁAndê



Andê Surveillance capitalism



Andê Data is increasingly valuable



And.. The attack surface grows daily



Andê Crime has gone digital
ÁCyberattacks are increasing in 

frequency, sophistication, 

impact and cost

ÁA study by Dr. Michael 

McGuire puts value of the 

cybercrime economy at $1.5 

trillion

ÁCybercriminals are rarely 
prosecuted



Andê People are the weakest link



Guiding principals of security
ÁImpenetrable security is nearly impossible and very expensive

ÁFocus on risk

ÁTake a layered approach

ÁThreats emerge and evolve constantly, you must adapt

ÁEducation and awareness are critical

ÁMaintain a very healthy dose of skepticism/paranoia



3 simple steps to remember

ÁStop

ÁThink

ÁProtect ðBe a human firewall



Threats: Poor credential management



Threats: Unpatched Software
ÁA PonemonInstitute survey found 57% of security breaches 

were due to vulnerabilities in unpatched software

Á34% of these cybercrime victims were aware of holes but 

didnõt patch them in time.

Á37% of breach victims donõt perform regular scans to find 

vulnerabilities in their own systems

ÁPatching gaps are an issue:

ÁNot aware of the updates that are available

ÁDonõt have the resources or strategies implement the patches



Threats: Spoofing
Á"Spoofing, in general, is a fraudulent or malicious practice in 

which communication is sent from an unknown source 

disguised as a source known to the receiver. Spoofing is most 

prevalent in communication mechanisms that lack a high 

level of security." ðTechopedia

ÁSpoofing leads to:

ÁPhishing

ÁSmishing (Text based)

ÁVishing (Voice based)

ÁDopplegangeror Lookalike websites



Threats: Phishing
ÁòCybercrime in whicha target or targets are contacted by email, 

telephone or text messageby someone posing as a legitimate 

institution to lure individuals into providing sensitive datasuch as 

personally identifiable information, banking and credit card details, and 

passwords.ó ðPhishing.org

ÁTypes of Phishing include:

ÁSpear phishing

ÁWhaling

ÁVishing

ÁSmishing

https://youtu.be/6gQX2duuJJQ


Threats: Phishing
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Threats: Phishing



Threats: Malware
ÁCrypto miners

ÁRootkits

ÁKeystroke Loggers

ÁRansomware

ÁViruses

ÁWorms

ÁBots

ÁZombies

ÁAdware


