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My goals for today

AEducate you

A Motivate you

AProvide actionable advice
AHave some fun
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FBI: IC3 Received 6 Million Cybercrime

Complaints Since Inception
BRIEFING

By Ionut Arghire on May 18, 2021 - Susiness Erail Address T“|

mLinhemn@Tweet RSS

&

The Federal Bureau of Investigation says its Internet Crime Complaint Center (IC3)
received more than one million cybercrime complaints over the past 14 months.




Cybersecurity myths

ALOm too small or 1 nsignif.
AMy data (or the data | hayv
AAttacks are always sophisticated or technically complex
ANew software and devices are secure eof-the-box
ACybersecurity requires a huge financial investment



Why this Is happening now
Alncreasing use of technology

AScalable computing resources edemand (cloud)

AUntraceable worldwide communications
(encryption)

AVirtual international currency (cryptocurrency)
AM n dé
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Andé

Online payment
services login info
(e.g. Paypal)

Social security
number

$20-%$200

Drivers license

Loyalty accounts

Diplomas

~

$100-%$400

$1000-$2000

Dat a

Your identity is a steal on the Dark Web.

Here are what the most common pieces of information sell for:

T | NCT

-
L M
-_experlcu ).

Credit or debit card

(credit cards are more popular)

E‘

$5-%$110

With CWW number wWith bank info Fullz info™

$5 $15 $30

General non-financial
institution logins

$1

Subscription

B Medical records

$1-%510 $1-$1000**




And.. The attack surface grows daily

o Ao g & |J 22 Million

ok Armaron Echos sold m 20070
i 1 Per Second
They're not running security software = © | Fow Often Googhe says 1 has sok! 8 Googe Horme dever
« 2 3 snce Ocwober 2007
They're not desagned wath : =
i b | $310.4 Million

wearable dewoes sales in 20774



Andé Crime has ¢gc

ACyberatta_Cks are increasing Cybercrime Annual Revenues
frequency, sophistication,
impact and cost

AA study by Dr. Michael m'm
McGuire puts value of the Gsoato0m000
cybercrime economy at $1.5
trillion

$860,000,000,000
ACybercriminals are rarely
prosecuted

# Illegal online markets u Tradesecret, IPtheft w Data Trading - Crime-ware/CaaS » Ransomware
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WHEN-THE' PHIHCE OF'NIGEBIA CONTACTS

Login: admin
Password: admin

A =
YOU DON'T ASK QUESTIONS: YOU HELP
WHERE YOU CANF —_—

ermaoagenNnarator.ery

CODE 2861



Guiding principals of security

Almpenetrable security is nearly impossible and very expen:

AFocus on risk

ATake a layered approach

AThreats emerge and evolve constantly, you must adapt
AEducation and awareness are critical

AMaintain a very healthy dose of skepticism/paranoia



3 simple steps to remember
AStop

AThink

AProtectd Be a human firewall



Ichanged all my passworts to “incorrect”. | caliasals

Password : 12345
. \Qi ’/o/'/ ’//J

,: (1 w x‘a‘ 'A»n,
Sowneneggr‘l Iorgetammllf
tell me:“Your nassword IS mcorrecl."

I

Username : admin
Password : admin




Threats: Unpatched Software

AA Ponemonlinstitute survey found 57% of security breache:
were due to vulnerabilities in unpatched software

A34% of these cybercrime victims were aware of holes but
didnot patch them Iin ti me.

AB7T% of breach victims dono
vulnerabilities in their own systems

APatching gaps are an issue:
ANot aware of the updates that are available
ADonodot have the resources or s



Threats: Spoofing

A"Spoofing, in general, is a fraudulent or malicious practice i
which communication is sent from an unknown source
disguised as a source known to the receiver. Spoofing is m
prevalent in communication mechanisms that lack a high
level of security.® Techopedia

ASpoofing leads to:

APhishing

ASmishing (Text based)

AVishing (Voice based)
ADopplegangeror Lookalike websites



Threats: Phishing

AO Cy ber cr i mergdatar targdtsiare éontacted by
by someone posing as a legitimate
institution to lure individuals into providing sensitive dasaich as
personally identifiable information, banking and credit card details, and
pas s woPhshng.org )
ATypes of Phishing include:
ASpear phishing
AWhaling
AVishing
ASmishing

BETTER CONFIRM MY ADDBESS AND SOCIAL
SECURITY NUMBER LIKE THEY ASKED


https://youtu.be/6gQX2duuJJQ

From. Dave Hatter <pm772858@gmail.com>

“Sent: Wednesday, Uctober 30, 09 T3P
To: eff Bethell <joethell@ortwright com>

Subject: Hey Jeff

Hey Jeff, i need you to help me get some giﬂat the store right now for some council members/ staff appreciation gifs , et me knowif you can do thatrght away because there s sharp
deadline for this request,

Dave Hatter
Mayor

Sent from my mobile device



Threats: Phishing

vy, Joyce Woods

T Davia Matmar: v

IMbox

l Yous repiiead on /RS20 %6 ZOF AN

Foorm Dave MMatter Lrn st it atiec @ Sor Do ta Dt carn)
LT ey CEEE

T o Joycwm Woods = Jwood a@ fortwrig e corm =
Lubymct ME Guestion

TRAanks 108 The InfOrmation. | Aeed YO 1O INLAte 2 wire transfers 1O sy TOr BN IMtermational Daymeant and » 100! Daymeant S0 Let e Haoww swiat informmathon is freduireo
Serv frapen my IPhone

Sorry Dave

1 st @OR o rmessage | Rave Deen working o @1her snings. i 5o mesn the Genersl Pung Cheacsang Acar. the Balancs today s 534 280% 400 72

Joyce

From: Dave Hatver sl abaliscg torborianssasn)

Servt Wedanesdey. Marah O, 20%0 T2:3% P

T O Joypcm WOoOods «pawoods@ Portweright comm < o ailto ool a @R f Oorbastantl oo > >
Subject Question

Are you avaliabieT | Need 19 SN YOV & GViEl QUeITIOn YWTat 15 1he gresent Dalandas in 1M aerating EHhesching aSeount™ Regly a5 209 as possibie

S et froen vy EPROse

W Joyce Woods

T Devie Mamer, v

From: Dave Matter [maiito anstter@@fortwright com)
Sent Wedneadeay, March 02, 2046 A2 25

Vor loycm Woods “Jwoods@Prortweigght o~

Tub et Chumation

Are yvou availlabla? 1 nead to ask you & auick queastion WHhat is the preasent Balance in the oparating cheacliing sccount? Raeaply as soon as possible.

Hent fromm my IPhones



Threats: Phishing

File Messaqge Help Tell me what yvou want to do
Meeti -
= lgnore @ —] ~ =1 [~ 3 Mesting H aFc — To Manager B
Dl Archi R | R | E o I-:I:IlM—- E tearm Email " Done s
- =lete rchinee ey ey kM + —
.%Jur‘ll{ Al Eh More ~ < 2 Reply 8 Delete 3‘:-; Create Meww -
Crelete Respond TOuick Steps =

] RE: Divorce papers

Brown & Booth LLF =sBooth®@brown-booth-law.com =
Tz & Dawe Hatter

IT there are problems with howw this message is displaved, click here to viewr it in a web browwser.
Click hhere to download pictures. To help protect yvour privacy, COutlook prevented automatic dowvwnload of some pictures im this

WWAaRMIMG: This e-mail is from anmn external sender. Be suspicious of any links aor attachments. H yow are not expecting this e-
about any type of fimancial transaction like a wire, call the sender via phone to validate all the informatiomn.

Crrigimal LIRL:
Drawe http: faddto.password. land/
xywwnsDawIupwgnsawnrnwveybdlorgdhr
o czowl3Inlby3cvywwgtb g9navwd ub Dl

MY name is Keith Booth and | am a senior partn r:_tr at BROWT & 3bhz2vwzl2findfly2jkngzhjnjhy 2 hwaweru dFg
¥our spouse has contracted me to prepare the divorce papers. pzd01ntgx mdax mjermy2ftcgfpz2 5fcnwusx

Here is the first draft, please contact me as soomn as possible: 2lkptiZmjyyndu=
Click or tap to followw Timb.

it Swener . brown-and-booth-law.comy/papers/divorce Hatter.

Thanlk wyouwu
Keith L. Booth

=
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< You have been approved for a $2,321.00 USD from FAFSA

Federal Student Aid

You have been approved for a free $2,321.00 USD for Federal Student , Aid (FAFSA) This fund is granted for your education and it is
free, you do not have to pay it back, Click on Receive My Benefit Aid | Federal Student Aid to complete your application to get your
grant in 1-2 business days.

Sincerely,

U.S. Department of Education
Federal Student Aid
William D. Ford Federal Direct Program

This is in affiliation with The Arizona State Student System, Benefit Services Division and United States Student Association (USSA). The
Benefit Plan is provided for all students whose parents have lost their job or have been affected financially as a result of the COVID-19
Disease. The plan is tax qualified under section 401(a) of the Arizona Internal Revenue Code. It is a “cost sharing” model, meaning both

a0 | | 4 [ | | | i al_ . _ Fr




Threats: Malware
ACrypto miners
ARootKits
AKeystroke Loggers
ARansomware
AViruses

AWorms

ABots

AZombies
AAdware




