
Multi-Factor Authentication



Multi-Factor Authentication (MFA)
Multi-Factor Authentication (MFA) is an added security step required when logging into your account. 
After entering your username and password, you'll verify your identity using a second method.

What To Expect:

• You will use this verification method each 
time you log in as an added security 
measure for your account.

• My Preferences allows you to view and 
configure your MFA methods.



Verify MFA Using Email

Follow these steps to verify MFA using email on your 
next login:

• Sign in with your username and password as usual.
• Select Email as your verification method. An email will be 

sent to the address on file.
• Open the email and obtain the 6-digit authorization code.

o Each code is valid for 10 minutes.
• Enter the 6-digit code sent to your email to verify your 

account.
• MFA verification is complete and you will be redirected to 

your account.
• You will be prompted to verify MFA using email at 

each login.



Remember My Device

To avoid verifying your identity every time you log in 
from the same computer or device, you can choose to 
remember your device.
• After entering your MFA verification code, check the 

box labeled Remember My Device before clicking 
Continue.

• On future logins from this same device or browser, 
you will not be prompted for a verification code.

• If you log in from a different device, browser or 
in private/incognito mode, you will be required to 
verify again.

Note: Only check Remember My Device on devices 
you trust and use regularly, such as your personal 
computer or phone.



Once Logged In, Select “My Preferences” & Manage MFA Settings

Once successfully logged 
in, go to Your Name in the 
upper right-hand corner & 

select
“My Preferences” 

Client



Manage Your MFA Settings: 
Email Code

You can view and manage your MFA settings 
anytime from User Preferences.
• To update the address on file for email 

code verification, change the current Email 
address to the new address and click Save. 
You will be required to verify your password to 
successfully save the new email address.

Note: If you've lost access to your email address 
on file, contact your advisor for assistance to have 
it update to a new email address.



Manage Your MFA Settings: 
SMS/Text Code

You can view and manage your MFA settings 
anytime from User Preferences.
• To update your mobile number for text 

message verification, go to Phone Numbers 
and clear or update your number.

• Remember to click Save to ensure any 
changes are captured.

Note: If you've changed your phone 
number, contact your advisor for assistance to 
have it reset.



Sign-In Help & Troubleshooting
Follow these steps to quickly regain access to your account.

Select “Trouble Logging In?” 
on the sign-in page for help

You will receive an email 
from noreply@bdreporting.com with next 

steps to restore your access.

Select the proper recovery 
option based upon your scenario
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