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Welcome to the Whitehills Estates exclusive FAQ guide to all 
things insurance and finance!  For many years our teams at 
Financial Strategies Group and Meiers Lombardini Lemanski 
Insurance have been dedicated to educating and empowering 
those we serve.  That is exactly what drew our two companies 
together several years ago.  As our business relationship has 
grown, we have discovered that we are quite similar. We both 
have a heart for community, a willingness to serve, passion for 
education, and commitment to raising up the next generation of 
our industries to ensure we will be around for those we serve 
for years to come.

The bottom line is that insurance and finance are two things that 
make the largest impact in our lives.  A home that isn’t properly 
insured could lead to disaster.  A retirement that is not properly 
planned could lead to spending your golden years riddled with 
stress and anxiety.  And yet, these are two topics that most 
do not have the time to truly dig into and understand.  That is 
exactly why we have decided to create this guide.

Our hope is that this FAQ guide, designed specifically for you 
and your concerns, will serve as a starting point to continue to 
ask the important questions that apply to you and your specific 
situation.  Of course, it is impossible to address each and 
every situation in a single guide.  Please know that our teams 
are here to help and you will never be charged a fee to have 
a conversation with us and either confirm that you are on the 
right track or confirm that there are some additional needs that 
should be addressed.

Welcome!



By Claude Howell
Photographer

It is important to schedule valuable 
personal property items on your 
homeowner’s policy.  Doing so allows you 
to increase the coverage limit for each 
item.  A normal homeowner’s policy will 
limit the coverage for many items you own 
if a certain peril happens, such as theft of 
jewelry or guns.  

We always suggest scheduling items such 
as jewelry, guns, valuable silverware, 
fine arts, musical instrument, rare coins, 
or really any items that are valuable to 
you.  When we do this, you are able to 
set the coverage amount to an agreed or 
appraised limit. By scheduling an item, it 
also provides more coverage than your 
policy already provides. For example, if a 
diamond in a wedding ring goes missing 
there is no coverage unless that ring is 
specifically scheduled on the policy. 

Why Should I 
Schedule or List 

Valuable Items 
Separately?

A personal umbrella policy is an insurance policy 
with high liability limits starting at one million 
dollars. This provides third party coverage if 
someone alleges you were negligent and caused 
them bodily injury or property damage. It is 
designed to provide extra coverage above and 
beyond the homeowners, personal auto, and any 
other policies you might have such as a boat, 
recreational vehicle, rental homes, or seasonal 
homes.  We suggest an umbrella policy to protect 
an individual’s personal assets, as well as future 
earnings. 

An umbrella policy provides extra liability limits 
if you were to be in an auto accident, and with 
the new Michigan No-Fault changes in 2020, 
we are recommending it even more for the auto 
policy. It is good for people with dogs, children, 
recreational vehicles, swimming pools, anyone who 
would provide alcohol to a guest, and many other 
instances.  Many times, the cost of the policy is 
offset by a multi-policy discount and the premium 
is reduced significantly because of this.

What is a 
Personal Umbrella 
and What Does it 
Cover?
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Why is my Home 
Insured for a Different 
Amount Than its 
Market Value?

In July of 2020, the state of Michigan 
reformed the no fault law for auto 
insurance. So what does this mean? 
Everyone has had unlimited medical 
on their policies since no fault law was 
passed decades ago. Now people have the 
option to reduce their medical coverage. 
Carriers are required to send those forms 
roughly 90 days before your policy renews. 

They are required to send those forms 
even if you’ve already decided to keep 
unlimited or if you have selected a lower 
limit. We frequently get questions about 
these forms as people don’t understand 
why they are receiving them again after 
they’ve made a selection or decided to 
keep unlimited coverage. Don’t worry, the 
insurance carrier is just required to send 
those out. While our recommendation is 
for people to keep unlimited, it’s always 
best to check with your agent and/or 
insurance carrier to see if you are required 
to send those forms in. Some carriers 
require those forms to be sent at every 
renewal if you’ve chosen a lower limit than 
unlimited medical.

What’s the Paperwork 
I Received for my Auto 
Policy and No Fault 
Coverage?

You might look at your home policy and 
see a coverage limit for “dwelling” and 
ask yourself…my home isn’t worth that? 
Why am I insuring it for this amount? Most 
home insurance policies insure homes for 
their replacement cost, not the market 
value, or how much you purchased it 
for. Sometimes the market value can be 
very different from the replacement cost. 
Location, size of acres, and other factors 
can affect the market value but generally 
don’t have an effect on the replacement 
cost. Let’s say you bought a cabin on 
Lake Michigan with a stunning view for 
$1,000,000 and it was only 800 square 
feet. You’d never insure it for $1 million, as 
it would cost much less to rebuild it.

07 06 



Homeowner’s policies automatically include 
coverage for other structures, or detached structures 
from the home whether you need the coverage or 
not. Generally it’s around 10% depending on the 
policy. For many homes this is perfectly fine…that

small shed in your back 
yard would have enough 
coverage. What happens 
though if you have a 
large detached garage, 
pole barn, or an inground 
pool? That included 
amount may not be 
enough, so it’s always a 
good idea to review your 
policy and see how much 
coverage is included for 
other structures. Is that 
coverage amount enough 
to pay for any and all of 
your detached structures? 
If it isn’t then it’s a 
good idea to increase 
that coverage. This is a 
common mistake we see 
on home policies where 
the other structures 
aren’t accounted for with 
increased coverage.

Other Structures 
Coverage- What 
Does it Cover?

so you need to make sure to add it. An inch 
or two of water can cause thousands of 
dollars of damage to carpet, drywall, and 
anything else you have in your basement.

So you have an awesome finished 
basement, man cave, or whatever you 
want to call it. What do you need to do 
to make sure it’s covered? Most claims 
in basements are caused by sump pump 
failure or water backup from your sewers 
or drains. An ounce of prevention is worth 
a pound of cure in this case. If you have 
a sump pump then contact a licensed 
plumber and get a battery backup. The 
cost of this is probably just a little more 
than your deductible. You can even take 
this a step further by adding an alarm tied 
into your central station security alarm. 
If the sump pump fails you’ll be notified 
immediately. After you install this system 
then make sure you add coverage for water 
backup / sump pump failure. A standard 
home policy provides no coverage for this, 

I Have a 
Finished 
Basement... 
How do I 
Make Sure 
it’s Covered? 
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Besides insuring your property, home 
insurance policies also provide liability 
coverage. This is why insurance carriers 
are concerned if you have dogs and/or 
trampolines in the home. It does depend 
on the insurance carrier, but many have a 
specific dog breed list that either make their 
policy ineligible or create a large surcharge. 
Other carriers will require a fenced in 
backyard (not an invisible fence) if you 
have a certain breed of dog. They ask these 
questions because if our fur legged friends 
bite someone, your home policy is going to 
extend coverage for this. Same thing goes 
with a trampoline. In a perfect world we 
recommend to not have a trampoline, but

we also understand that they are lots of fun. There are a couple of recommendations 
we provide; Never put the trampoline near a fence or hard surfaces. It’s always best to 
have a net around the trampoline so people jumping on the trampoline don’t catapult 
themselves off onto the ground. Finally, make sure to follow the safety instructions 
of the manufacturer of the trampoline and don’t allow more people on the trampoline 
than what is recommended. Liability insurance claims do unfortunately happen due to 
trampolines and it’s always best to avoid anyone being injured in the first place…you 
don’t want the neighborhood cookout to be awkward with your neighbors, do you? 

Dogs and 
Trampolines- 
What do you 

Need to Know?

So your son or daughter are finally of driving age and you’ve given them the keys to 
the car to drive. What an exciting and frightening experience all at once! Many carriers 
have a variety of different programs to help with the cost of teen drivers. Good student 
discounts (student above a 3.0 GPA) is one example. Some carriers will offer an 
educational course for the new driver and provide a discount. Another example is a third 
party app on their phone that can be installed to track their driving habits. Don’t worry! 
No information is sent to the carrier; it’s just used for educational purposes. 

Teen Drivers- 
What can Help 
Lower Their Rates?

11 10 



Many investors wish to leave a legacy by 

impacting not only their children but also 

charitable and/or religious organizations. 

This provides another opportunity for tax 

planning. Since charitable organizations do 

not pay taxes, it is prudent to leave pre-tax 

assets such as IRAs and 401ks to these 

organizations and to leave after-tax or tax-

free assets to individual beneficiaries.

One of the most powerful legacy planning 

tools is life insurance. Not only is life 

insurance, as a death benefit, tax-free but 

large dollar amounts can also  be purchased 

for modest premiums. If providing a legacy 

is essential to you, a policy that is intended 

to replace spent retirement assets may work 

in your plan; particularly policies such as 

second to die policies for married couples. 

This is a way of providing a legacy at a more 

affordable premium than traditional life 

insurance policies.

Ultimately, if providing a legacy is a priority 

to you then it’s merely a matter of finding 

balance between retirement lifestyle and 

ensuring that legacy. Once you find a balance 

utilizing the right planning strategies and 

tools, you can help maximize your legacy and 

minimize Uncle Sam’s share of the pie.

For retirees that wish to truly enjoy their 

retirement but still want to provide a legacy, 

setting priorities and finding a balance is 

key. Most would agree that ensuring one’s 

stability in retirement should be the top 

priority. The first step is to make sure you 

have enough money saved in the right type of 

accounts to make this happen.

If we assume you have done a thorough job 

of retirement planning and you do, in fact, 

have enough saved without the haunting fear 

of outliving your assets, you are on the right 

path to providing a legacy. First analyze the 

assets you currently own and the tax impact 

of those assets. For example, if you are in a 

relatively low tax bracket and your children 

are in relatively high tax brackets, it may 

make sense to spend your IRA assets first 

and leave Roth or Non-Qualified assets to 

your children. This may not impact the total 

dollar amount your children inherit but it may 

be a way of maximizing the “after-tax” value 

of their inheritance.

In terms of legacy, planning is one of the 

most important things you can do to ensure 

the right assets have the proper beneficiaries. 

I Want to use my Wealth 
to Leave a Legacy, What is 
the Best way for me to do 
That?

So you just remodeled your kitchen 
and bathroom that you’ve been 
planning on doing for years? 
Congratulations! So now what do 
you do with your home insurance? It’s 
always best to ask the question to 
see if you need to make any updates. 
Most home insurance policies insure 
your home for its replacement 
value, and we use cost estimators to 
determine the replacement cost, and 
this is based on characteristics of the 
home. With those replacement cost 
estimators, they will use different 
levels of construction…builder’s grade, 
semi-custom, luxury, etc. based on 
the materials used. If you updated 
your kitchen from vinyl countertops to 
granite then your home policy needs 
to account for this. If your home would 
suffer significant property damage that 
kitchen with luxury countertops and 
high end cabinets will cost more to 
rebuild! When in doubt if you do any 
renovations, it never hurts to contact 
your agent and confirm that you’re 
home is insured for the correct value. 

Home 
Renovations
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this is not to be confused with a fiduciary 
standard which requires the financial 
advisor to put the client’s interests before 
that of the financial professional.

Investment Advisors, on the other hand, 
operate under the fiduciary standard.  In 
contrast to being paid a commission, an 
advisor is licensed to charge a fee for 
advice that is rendered.

Hybrid Advisors are licensed as both a 
broker and investment advisor. This gives 
the “advisor” the option to offer clients 
commissioned-based investment products 
or fee-based investment and financial 
advice.  In some situations, both types 
of services can be provided to the same 
client. Consumers should be aware that 
this type of relationship can result in some 
additional conflicts of interest.

THE BACK-OFFICE AFFILIATION
Brokers are affiliated with Broker-Dealers 
and Investment Advisors are affiliated 
with companies known as Registered 
Investment Advisors (RIAs). The Broker-
Dealer or RIA a person is affiliated with 
is also available on BrokerCheck. You will 
likely want an advisor with a credible and 
morally fit back office. Additionally, the 
back office is often who compensates the 
advisor for commissions or advisory fees. 
This will allow you to see if your advisor 
candidate is truly independent or biased

towards proprietary products. 

DESIGNATIONS AND DEGREES
There are many designations available 
for financial professionals. Two of the 
most highly regarded in the industry are 
the Certified Financial Planner (CFP®), 
issued from the Certified Financial Board 
of Standards, and the Chartered Financial 
Consultant (ChFC®), awarded from The 
American College.  Both designations 
provide the financial professional with 
an extensive curriculum in personal 
finance, retirement planning, and 
investing. Although these are not the only 
designations or degrees that indicate an 
educated financial advisor, they are two 
of the most respected and common. Be 
sure to ask potential advisors about their 
qualifications, designations, and continuing 
education requirements.

WHAT IT BOILS DOWN TO
Most importantly you should find your 
advisor to be transparent, reliable, and 
qualified. By doing your homework you 
can increase the odds of hiring an advisor 
with a high level of integrity, however, you 
will still need to feel that you can trust 
them. Look for an advisor who you believe 
has a similar moral compass to your own. 
Once you find them, ask them the tough 
questions to make sure they are not just 
a good person, but that they are also 
qualified.

Financial Advisor, Investment Advisor, 
Retirement Planner, Financial Planner, 
Wealth Manager, Etc. 

What do all these titles mean? Essentially, 
the financial services industry needs title 
reform. The cross-section of different 
titles, licenses, and certifications make it 
very difficult for consumers to understand 
who they are working with and if fiduciary 
obligations exist. Here is how to find, vet, 
and hire the right financial advisor for you:

LICENSING AND COMPENSATION
The first thing to do when interviewing a 
financial advisor is to make sure they are

properly licensed. The simplest way to 
determine if a person is in fact a financial 
or investment advisor is to go straight 
to the source, which is FINRA (Financial 
Industry Regulatory Authority). FINRA 
has an excellent tool called “BrokerCheck” 
which can be used to look up the licensing 
of financial professionals. This tool can be 
found at brokercheck.finra.org. Individuals 
on BrokerCheck can be categorized as 
brokers, investment advisors, or both. The 
difference can help you determine what 
kind of services the individual can provide 
and how they might be compensated. 
FINRA BrokerCheck also provides several 
other pieces of valuable information to 
investors. Any written complaints filed 
against the individual, certain criminal 
history disclosures, and filed bankruptcies 
will be on record.

BROKER VS. ADVISOR 
Brokers are also known as registered 
representatives who are licensed to sell 
commission-based securities investments 
(stocks, bonds, mutual funds, and variable 
annuities). Brokers are required to 
represent a client’s best interest; however,

What do I Need to 
Know When Hiring a 
Financial Advisor?
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recommending appropriate 
investments, but by 
consistently putting client 
interests first. Trust, confidence, 
and transparency are inherent 
in an advisor-client fiduciary 
relationship.

The SEC breaks down the 
fiduciary standard for RIAs into 
two main duties: the duty of 
care and the duty of loyalty. 
The duty of care is broken 
down into three components: 
providing investment advice the 
client, selecting the best that is 
in the best interest of execution,
and the duty to provide advice and monitoring over the course of the advisor-client 
relationship. Financial plans and investments are reviewed on a periodic basis, 
ensuring the financial plan and investments are still appropriate for the client’s 
particular life situation. 

The duty of loyalty focuses on putting client interests first at all times. To meet this 
duty, a full and fair disclosure of all material facts pertaining to the relationship 
are disclosed to the client at the very start of the relationship. These disclosures 
provide the client with information on the firm, its representatives, and the firm’s 
policies and procedures. Also, any potential conflicts of interest that may impact the 
relationship are disclosed. One of the most common potential conflicts of interest 
involves advisors also being licensed in other capacities, such as insurance agents, 
tax preparers, or lawyers. Because an advisor may serve other roles doesn’t mean it 
is going to harm a client-advisor relationship. In fact, many times it enhances it as the 
advisors gain knowledge in other financial arenas that may be beneficial to the client. 
Through this disclosure, full transparency is provided to those considering an advisory 
relationship. This allows potential investors to give their informed consent to such 
conflicts upon entering an advisory agreement. 

Generally speaking, a fiduciary is someone acting on the behalf of another, usually in 
some kind of legal or financial capacity. In the financial services industry, Registered 
Investment Advisors (RIAs) are held to a fiduciary standard by the United States 
Securities and Exchange Commission (SEC). This requires the RIA to act in the best 
interest of their clients and put their clients’ interests ahead of their own at all times. 

This fiduciary duty sets RIAs apart from other financial representatives. Many 
investment professionals are only held to a suitability standard, which means their 
sole obligation to the client is to make investment recommendations and transactions 
that are suitable for the client at the time of the recommendation. The RIA, on the 
other hand, has to go above and beyond the suitability standard, not only

What is a 
Fiduciary and Why 
is it Important?
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As you can see, the portfolio is invested almost exclusively in U.S. stocks with a very 
heavy majority of those stocks being in the large cap growth category. 

There is nothing wrong with large cap growth as an asset class, nor is there anything 
wrong with having a portfolio that tilts towards the U.S. The problem occurs when 
there is so much overlap between funds that although diversification is the goal, it 
is not accomplished. We believe at FSG that investors are best served by investing 
portfolios with a more balanced approach. We like to see that the style box contains 
stocks of different sizes and factors. An asset allocation pie chart should contain both 
U.S. and Non-U.S. Stocks and it should tilt towards an investor’s desired risk. We do not 
know what the immediate future holds, but we do know that over time, truly diversified 
portfolios reduce risk and may help returns.

*Information in both of the above tables is provided by Morningstar Advisor Services.

As you can see, the hypothetical portfolio has eight funds from eight different fund 
companies. I know for a fact that some of these fund companies have dramatically 
different investment views, yet they are all buying the same stocks. Although only a 
small sample is provided, the stock intersection report on this portfolio continues for 
nine pages.

This portfolio is clearly suffering from a case of diversification illusion. As further 
evidence, here is the portfolio asset allocation and “Morningstar Style Box”:A common mistake that investors make when trying to diversify their IRA or 401k is that 

they, inadvertently, create a portfolio that has the illusion of diversification.  Most investors 

use mutual funds or ETFs to diversify their portfolios. There is absolutely nothing wrong 

with that approach. Each mutual fund and ETF will have a stated investment strategy. When 

you combine different funds in a portfolio you aim to diversify the portfolio. However, if each 

fund you add owns the same stocks or bonds, your portfolio is not diversified, it merely has 

the illusion of diversification.

There are thousands of mutual funds with many sharing similar investment strategies. One 

of the most common strategies to simply invest in U.S. Large Cap Stocks. Far too often we 

have witnessed a portfolio with eight or more funds all investing in the same U.S. Large Cap 

Stocks. Below is an excerpt of a stock intersection report. It shows what a portfolio that has 

a large number of funds investing in the same stocks might look like: 

How do I Know if my 
Investments are Truly 
Diversified?
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START 
HERE

CAN I MAKE A BACKDOOR ROTH IRA CONTRIBUTION?
2021 

No

No

No

No

Yes

Yes

Yes

Yes

No

No

Yes

Do you or your spouse 
have earned income?

Here is the process for 
making a Backdoor Roth 

Contribution:
Are you married?

Is your MAGI $208,000 
or greater?

Sorry, you can't make a 
Backdoor Roth 

Contribution because you 
don't have earned income.

Is Your MAGI $140,000 
or greater?

Do you have an existing 
pre-tax traditional, SEP, or 
SIMPLE IRA (found on IRS 

Form 8606)?

You may be subject to 
aggregation and pro rata 

rules if you make a 
Backdoor Roth Contribution, 
which will incur income tax 

upon conversion.

Determine how much of the 
contribution will be taxed 

when converted by following 
this rule of thumb:

You can make a Backdoor 
Roth Contribution since you 

don’t have an existing 
pre-tax IRA.

You can make a Backdoor 
Roth Contribution by first 
“rolling in” the assets from 
your existing IRA to your 

401(k) to remove them from 
the aggregation rules, and 

avoid income tax upon 
conversion.

You can make a Backdoor 
Roth Contribution but a 
portion will be taxed as 
ordinary income upon 

conversion.

Divide after-tax IRA value by 
the total value of all IRA 

assets based on year-end 
FMV. Multiply this percentage 

by the contribution to find 
the tax-free portion.

Do you have a 401(k) plan 
that accepts “roll ins”?

You’re below the annual 
limits and may be able to 
make a contribution to a 

Roth IRA directly. See “Can I 
Contribute To My Roth IRA?” 

flowchart.

Open a traditional IRA.

Make a non-deductible IRA 
contribution up to $6,000 

($7,000 if age 50 or over), not 
to exceed your earned 
income for the year.

Later, convert the 
contribution into a Roth IRA.

Be mindful to avoid the step 
transaction doctrine.

tax-free account.  In addition, a 401k allows for a much bigger annual contribution up to 
19,500 (an additional 5,000 each year for those who are 50 years old or older).

Of course, there is a fourth option that can, in many ways, accomplish the same 
objective.  Life insurance with cash value is an investment based primarily on age and 
health that allows any person, regardless of income, to make any size contribution on 
an annual or monthly basis that grows tax-free.  This account works just like the tax-
free strategies listed above with a couple of additional advantages:  this provides a 
permanent death benefit that will pay out to your heirs if you should die prior to using 
up the investment portion.  You are not limited on how much you put in and you are also 
not limited to when you take it.  

Yes! The 2010 tax code changes led to 
the doors opening for anyone to take 
advantage of tax-free growth.  This can be 
executed in three different ways.

1The “back-door Roth” is a concept 
that allows those who make too much 

income to contribute directly to a ROTH 
IRA, an opportunity to ultimately end up 
with monies in a ROTH IRA each year. 

They would make an annual or monthly 
contribution to that account.  They would 
then immediately “convert” those dollars 
into the ROTH IRA and, in essence, would 
end up with a contribution made to the 
ROTH now growing tax-free.  This strategy 
is best for those looking to add NEW 
MONEY to their retirement plan and make 
it tax-free.  

2ROTH Conversion (as mentioned 
above) is the ability for anyone 

regardless of income to “convert” any 
portion or ALL the monies in an IRA to a 
ROTH account.  This strategy is best for 
those who do not want to add new money.  
Instead, current pretax money can be taken 
and converted to a tax-free environment. 

3Roth 401ks exist in most employer-
based offerings now.  This is a great 

opportunity for anyone regardless of 
income earnings to contribute to a

My Income is Above 
$144k, can I Still 
Contribute to a Roth 
IRA?
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By Claude Howell
Photographer

management and work making it the least 
passive option. The evolution of technology 
has provided a unique environment that allows 
for businesses to be much more passive than in 
the past. An online-based business, sales, and/
or the ability to virtually outsource the work 
of traditional employees have created a much 
easier way to build a passive business. When it 
comes to starting a business, it is important to 
understand that nine out of ten businesses fail 
in the “startup phase”. This makes the loss of 
any capital infused to create that business and 
the business itself extremely high. 

3Traditional investments are another form 
of passive income. However, most people 

never looked at this as an option. Traditional 
investments compared to all other passive 
income options demand the least amount of 
involvement. If done correctly, they involve 
the least number of aspects outside of your 
direct control. In turn, they involve the least 
amount of long-term risk. If you were to invest 
1.5 million of your capital into a MODERATE 
diversified investment model (50% stock 
and 50% bonds/fixed income assets) your 
long-term annual average return would be 
somewhere around 6%. That rate of return 
would provide an average of $90,000 in 
interest annually. Traditional investments, also 
give you the unique ability to decide how you 
want those investments to be taxed depending 
on the structure and the buying and selling of 
the investments within the model.                  

The definition of passive income is revenue 
that is generated in a way that doesn’t 
involve significant or ongoing labor, energy, 
or time to earn or maintain. In other words, 
it’s basically what’s referred to as “making 
money while you sleep”.  There are three 
main ways to generate passive income: 
buying real estate, starting a business that 
involves limited effort, or investing in the 
market.

1Rental real estate is almost always 
the consideration or what most people 

believe is the way you create passive 
income.  What typically attracts people to 
this form of passive income is the same 
thing that ultimately leads to an urgent 
exit strategy- the management. In a perfect 
world, rental income can be extremely 
powerful, but we do not live in a perfect 
world. Furthermore, (when it comes to 
real estate) the world is rarely, if ever, 
perfect. Lack of liquidity (access to money), 
rising taxes and insurance premiums, 
neighborhood decline, unfavorable tax code

changes, landlord role/management, and 
difficult tenants are just a few of the cons 
to real estate that are both out of your 
control and unpredictable.

2Starting a business of all the options 
to establish income involves the most

What are my 
Best Options for 
Creating Passive 
Income?
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BE “PRIVATE” ON SOCIAL MEDIA
Hackers can use social media profiles to 
figure out your passwords and answer 
security questions in the password reset 
tools. Seemingly harmless information 
such as mother’s maiden name, high school 
attended, or best man/maid of honor in 
your wedding can be alarmingly easy for 
hackers to figure out on social media. Avoid 
posts that have information that can be 
compiled by hackers to steal your identity. 
Also, adjusting settings to make your 
profiles private will help control who can 
see your information and can limit this risk 
drastically.

ONLINE SHOPPING
Shopping online raises a whole host 
of concerns, because generally we are 
releasing payment information in these 
online transactions.  Before shopping 
online, make sure you are using a website 
that is secure. To verify this, look at the 
web address and make sure there is a 
little padlock at the start of the address, 
and that the web address starts with 
“https:”. This tells you it’s a secure site 
that encrypts your information, providing 
optimal security when you need to provide 
payment  information for purchases. 

second piece of information, providing 
protection EVEN IF a hacker gets your 
password. 

INSTALL SECURITY SOFTWARE
There are many options out there, ranging 
from higher priced security suites to free 
options available online. Protect your 
devices, at minimum, with a good quality 
free program including a virus and malware 
protection. We suggest setting up your 
software to automatically update itself, 
as there are new forms of these cyber 
threats released daily and the software is 
constantly updated to catch the current 
bugs. Also, set up the software so it 
automatically scans your system daily. The 
scans and updates can be configured to run 
at a time when you are not actively using 
your device for even more convenience. 

UPDATE, UPDATE, UPDATE!
All devices have operating system updates 
that need to be installed regularly. Much 
like cybersecurity software, these updates 
often contain bug fixes and other security 
elements that strengthen your device’s 
protection. Consider setting up your 
devices to install automatic updates so you 
don’t miss out on these.

There are several simple ways to proactively mitigate 
risks and stay one step ahead of many potential 
cybersecurity issues. Here are a few pointers:

PASSWORD PROTECTION
Creating strong passwords is one of the simplest  ways 
to prevent yourself from cybersecurity attacks. Choose 
passwords that are hard to guess, containing a mixture 
of upper and lower case letters, numbers, and symbols. 
Avoid using common password phrases or repeating

number or letter sequences.  
Although it is very common 
for people to use the same 
passwords, so they have less 
to memorize, try not to use the 
same passwords for multiple 
apps or accounts.  You may 
want to consider using a 
password protection application 
or storage system to store all of 
your passwords.  

ENABLE MULTI-FACTOR 
AUTHENTICATION
Multi-factor authentication 
(MFA) requires a user to enter 
2 or more pieces of information 
in order to verify their identity 
and allow access to a particular 
account or website. Most 
commonly the 2 factors used 
are your password, and a code 

that is either emailed or sent via 

text message to you.  By adding 

this second check, the account 

cannot be accessed without that
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