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Participant Memo

KEEP YOUR PLAN
ASSETS SAFE
You work hard for your money.
You wisely choose to defer a
portion of your salary for your
interests in your retirement
years. The plan is designed to
help you grow your savings to
an appropriate amount of
money to support you once
you reach your retirement
years.
But as you are aware, the plan is only as effective as you make it. If you defer too little, or make unwise
investment decisions there is a chance that you will not reach your goals. Similarly, if you drain your plan
balance over the years, you understand you will find a shortfall in retirement. What many participants
do not think about is being responsible for the security of their savings as well.
Cyber fraud has been a growing concern globally for years. Individuals are typically very careful to keep
their security measures (passwords, authentication codes, etc.) private with regards to their banking
and electronic mail accounts. However, in the past few years there have been breaches of major
companies containing personal information of individuals. And unfortunately, much of the personal
information has become accessible by bad actors on the dark web.
Participants need to be vigilant with their retirement savings accounts as well. In the past 12 months
there have been a slew of cases of attempted fraud, some successful, enacted on retirement savings
plan participants. And these attempts have occurred across a multitude of recordkeepers. The good
news is that virtually all recordkeepers have security as a prominent priority and spend. They are
constantly updating their security technology and protocols. But their security can only go so far if the
participant is not being equally vigilant.
The following are a few prudent tips for participants in ensuring the security of their retirement savings
accounts:
•

Use multiple levels of security and authentication – if your plan’s recordkeeper comes out with
a new level/type of authentication, engage it immediately.
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•

•

•
•
•

If you frequent a website, or have an account with a company, whose website and information
has been compromised, change all your passwords. For example, Yahoo recently had a large
breach – a breach containing passwords – if you ever had a Yahoo account you should change
your password.
Make sure your password is strong – utilize letters, capitalization, numbers, and symbols. Don’t
use recognizable words. Don’t use the same password for multiple purposes. Have the
password be at least 14 characters in length. Consider changing your password on a frequent
basis.
Never send your authentication to anyone requesting it. It should be limited to use on sites on
which you navigated to independently of any outside request.
Check your account on a semi-regular basis for any irregularities.
Immediately contact your plan administrator and/or the recordkeeper if you receive any update
that sparks your concern – do not wait, the money could leave the U.S. quickly.

As your employer we are always looking out for your wellbeing. However, we feel it is necessary to
provide a gentle reminder that your involvement is crucial in maintaining the security of your account
too.
IMPORTANT DISCLOSURE INFORMATION
MCF Institutional is an SEC-registered investment adviser d/b/a of MCF Advisors, LLC (“MCF”). Please remember that past
performance may not be indicative of future results. Different types of investments involve varying degrees of risk, and there can
be no assurance that the future performance of any specific investment, investment strategy, or any non-investment related
content, made reference to directly or indirectly in this brochure will be profitable, equal any corresponding indicated historical
performance level(s), be suitable for your portfolio or individual situation, or prove successful. Due to various factors, including
changing market conditions and/or applicable laws, the content may no longer be reflective of current opinions or positions.
Moreover, you should not assume that any discussion or information contained in this brochure serves as the receipt of, or as a
substitute for, personalized investment advice from MCF. To the extent that a reader or listener has any questions regarding the
applicability of any specific issue discussed herein to his/her/its individual situation, he/she/it is encouraged to consult with the
professional advisor of his/her/its choosing. MCF is neither a law firm nor a certified public accounting firm and no portion of
the content should be construed as legal or accounting advice. A copy of MCF’s current written disclosure statement discussing
our advisory services and fees is available upon request. If you are an MCF client, please remember to contact MCF in writing, if
there are any changes in your personal/financial situation or investment objectives for the purpose of reviewing / evaluating /
revising our previous recommendations and/or services.

