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Cyber Security 

 Best Practices for Sandy Cove Advisors, our Clients and Friends 

At Sandy Cove Advisors, we are constantly reviewing, researching and evaluating how to protect the 
security and privacy of our clients.  According to Juniper Networks, global cybercrime is now more 
profitable than the drug trade.  Cyber Security is a hot topic for every financial advisor, and we are 
all asking the same thing, “How do we keep our client’s information safe?” 

October is National Cyber Security Awareness Month, so we thought it timely to remind our clients 
and friends about best practices in this area.  Recently, we had a discussion with our Information 
Technologies provider, about this burning topic.  We reviewed best practices for Sandy Cove and 
strategies that our clients’ can employ to ensure ongoing protection against possible cyber threats.  
We also attended a seminar hosted by Charles Schwab and have listened to cyber security experts 
opine on the largest issues consumers are facing.  

The greatest area of concern is currently the movement of cash.  Criminals are targeting wealthy 
individuals who might frequently move money in between accounts, make private investments or 
gifts to family members.  We were given the example of a criminal enterprise that went so far as to 
monitor a client’s email for months in anticipation of a real estate transaction.  At the 11th hour, when 
the client emailed wire instructions for this transaction, the criminals intercepted the email and 
inserted their specific wire instructions.  

Monetary Damage Caused by Reported Cyber Crime from 2001 to 2015 (in $MM) 
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Another scenario outlined how criminals would “spoof” a client’s email account, which means they 
would create an email that looked like it was coming directly from the client.   They would then email 
the advisor asking for funds to be wired.   These types of crimes continue to evolve, and criminals 
consistently elevate their level of sophistication – and even personalization. It is for these reasons 
that we are constantly researching and employing extra security measures and adapting our 
protocols.   

We understand these security measures may mean extra time and headaches for you, but rest 
assured we will do everything in our power to keep these to a minimum. Our goal has been and 
always will be to do our best to protect you and your family.   

Sandy Cove Advisors’ Security Measures: 

 Phone calls will be placed to confirm requests for wires and money movement with a 
conversation to confirm your identity.  

 Internal Approval for all money movement requires a double approval process. 
 Encrypted email will be used when sending personally identifiable information.  
 Computers go into sleep mode and are locked after 10 minutes. 
 Backup all firm date remotely and manually on a daily basis. 
 Annual review with IT provider to ensure following industry standard protocols. 
 Stay informed and educated on the evolving trends in cyber-crime.  

We believe if we both work together and employ these security measures we can stay ahead of the 
curve in keeping your information safe. 

What You Can Do: 

 Do not email statements or documents with personally identifiable information (i.e. social 
security numbers or account numbers).  

 Be vigilant about emails received, if it does not sound like us… it might not be!  
 Change your passwords every 3 months, if not every month.  
 Do not use the same password for multiple websites and log-ins.  
 Change your security questions. For example, consider selecting security questions where the 

answers cannot be googled or found on social media.  
 Add a second type of authentication on your accounts, many institutions are offering this… 

just ask.  
 Scan your outgoing email folder for suspicious activity.  
 When you are out and about turn off your Bluetooth and Wi-Fi.  

 

As always, please feel welcome to call us if you have any questions or would like to further discuss 
any of these security measures.  

 


